
	

	

 
 
 
 

Clinics Ignoring Implications Of New Data Protection Rules 
 
Earlier this year, a private health firm in the UK hit the headlines after it emerged that it received a 
£200,000 fine after fertility patients’ confidential conversations were leaked online. 
 
The penalty was levied following an investigation by the Information Commissioner’s Office into the 
way it transcribed and stored audio recordings of information discussed during private IVF 
appointments.  
 
The investigation revealed the hospital had routinely sent unencrypted audio recordings by email to a 
company in India since at least 2009. The recordings were transcribed in that country, sent back to 
the hospital and then stored by the Indian firm on an insecure server, leaving the confidential data 
accessible on the internet.  
 
Although situations like this are not an everyday occurrence, it’s a timely reminder of the importance 
of keeping personal medical information secure and clearly highlights the huge fines that can be 
handed out when data is not collected and handled in the correct way. 
 
 
GDPR and its impact on the medical sector 
 
The management of data is a huge issue for the medical sector and with the introduction of the new 
General Data Protection Regulation (GDPR) on 25 May 2018, the challenge is set to become even 
greater. 
 
GDPR represents the biggest change in 25 years to how businesses, including clinics, process 
personal information and it replaces existing data protection laws. 
 
So what will this mean in practical terms for clinics? The answer is quite a lot when it comes to patient 
data. 
 
Under the GDPR, there is much stronger obligation to be more transparent about how personal data 
is used. 
 
For a start, patients will be able to access any information about them that constitutes part of their 
medical record, including notes.  It must also be clear if the records will be forwarded to other 
healthcare professionals, or other bodies such as schools or hospitals.  
 
It is also the responsibility of the clinic to ensure incorrect information is updated and if they choose to 
change to a different clinic, there must be a process in place so that all the relevant personal data can 
be erased. 
  
Clinics must also stop sending marketing information to patients if asked to and let them know if 
inappropriate information about them has been accessed by someone that shouldn’t have seen it.  
 
Data breaches, where there is an impact on privacy, could include a customer database being hacked 
or a letter being put in the wrong envelope, must be reported to the Information Commissioner’s 
Office within 72 hours under the new GDPR regime.  
 
 
 
 
 
 
 



	

	

 
 
 
 
However, according to a recent YouGov survey of 136 organisations operating in the medical & health 
sector commissioned by law firm, Irwin Mitchell, just 37% are certain that they would be able to detect 
a data breach.  
 
Added to that, just 29% say they are confident they would notify the relevant stakeholders within the 
required timescale of three days. 
 
Under GDPR is the fact that the maximum fine for certain data breaches in the UK will rise from 
£500,000 to €20million, or 4% of global turnover, whichever is larger. 
 
 
Low awareness 
 
Despite these huge fines and impacts, Irwin Michell’s survey reported that only half (51%) of senior 
decision-makers in the sector were currently aware of GDPR. 
 
The report found that 38% of organisations are unaware of the new fines with 14% admitting they 
would need to make significant job cuts if they received the maximum punishment. A further 22% 
admitted that smaller scale headcount reductions will be necessary. 
 
This stark finding in relation to awareness levels is backed up by Michael Geary, the CEO and co-
founder of bespoke clinic management tool, Consentz.  
 
Although he has spent time ensuring that the product is fully compliant with GDPR, he says that levels 
of understanding are low. 
 
“I haven’t been asked about GDPR once yet by users or businesses which are interested in using 
Consentz. 
 
“Awareness is low and this is worrying when you consider all the changes to how clinics will have to 
manage their data. I think it will be next year until conversations about GDPR compliance become 
common,” he said. 
 
Stuart Padgham, partner and data protection expert at Irwin Mitchell, is also concerned, adding:  
 
“These results are concerning because with next May’s deadline fast-approaching and with so much 
at stake, our study reveals there’s a very real possibility that a large number of organisations 
operating in the medical & health sector will not be compliant in time.” 
 
 
Misconceptions 
 
Specialist lawyers at Irwin Mitchell believe the low level of awareness of GDPR is caused by a 
number of misconceptions that exist about the new rules and say this has led to a level of 
complacency.  
 
This view is supported by 30% of respondents in the sector claiming GDPR will have no impact and 
not an issue for their sector.  
 
 
 
 
 
 
 



	

	

 
 
 
 
Commenting on this finding, Irwin Mitchell’s Stuart Padgham says: “Contrary to popular belief 
personal data is not just consumer information. It is hard to think of an organisation today that does 
not use personal data. Whether you have employee data, customer data or medical data – if the data 
relates to an individual you will be caught by these new laws.” 
 
 
Action points 
 
The May 2018 deadline is fast-approaching but there is plenty that medical companies and clinics can 
do now to ensure they are ready for GDPR. 
 
It is recommended that the best and most logical starting point to begin a compliance program is to 
carry out a data audit to understand what personal data is held and how it is used.  
 
It’s also important to remember that a key part of GDPR is transparency and this involves being clear 
with individuals about how their data is used. 
 
You should set policies and procedure for dealing with enhanced rights of individuals, such as subject 
access, the right to be forgotten and data portability. Also and as highlighted earlier, the notification of 
certain data breaches will be compulsory under GDPR so it is vital that a breach policy and procedure 
is set and tested. 
 
Amongst other action points is the importance of making sure all compliance actions that are taken 
are evidenced correctly. Under GDPR not only do you have to do the right thing, you should take the 
necessary steps to evidence the fact that you have done the right thing. 
 
 
Carrot or stick 
 
Irwin Mitchell’s survey revealed that only 23% of organisations operating in the health sector view the 
new data protection rules as an opportunity and 17% said the rules will have a negative impact on 
their organisation. 
 
There are numerous reasons for this with one explanation being that although awareness is very low, 
the majority of reports have been scaremongering in their tone, highlighting the risks and fines that 
could be levied for non-compliance. 
 
These less than positive views about GDPR are sadly something that is evident across all sectors of 
the economy – not just the medical profession. 
 
The need to address this is something which is summarised by Irwin Mitchell’s Stuart Padgham who 
advises that “It’s really important to recognise that taking a proactive approach towards GDPR 
compliance will potentially reap financial benefits.  
 
“Good data governance can build customer trust which ultimately can help build your business.” 
 
GDPR is clearly a big issue facing the medical industry but a proactive stance towards it will not only 
help avoid fines, it will pay dividends from a commercial point of view also.  
 
	
	
	


